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Weapons of Mass Destruction: The Terrorist Threat 



Summary 

The continuing possibility of terrorist attacks using nuclear, biological, or 
chemical weapons is an ongoing concern in the national security policy arena in the 
face of a clear trend among terrorists to inflict greater numbers of casualties. Until 
the anthrax attacks targeted at selected individuals in the Congress and the media, it 
was thought that the terrorists most likely to attempt attacks with weapons of mass 
destruction (WMD) were extremist religious groups and small splinter terrorist cells. 
Though incomplete, the investigation into the anthrax attacks has begun to suggest 
that a domestic “lone wolf’ with professional biotechnical expertise may be 
responsible. 

Worldwide, the likelihood of terrorists being capable of producing or obtaining 
WMD may be growing due to looser controls of stockpiles and technology in the 
former Soviet states specifically, and the broader dissemination of related technology 
and information in general. However, WMD remain significantly harder to produce 
or obtain than what is commonly depicted in the press. The Central Intelligence 
Agency has reported that it is likely that most terrorists will continue to choose 
conventional explosives over WMD, but warns that the al-Queda network has made 
obtaining WMD capability a very high priority. This report will be updated in the 
event of significant further developments. For a more comprehensive discussion of 
terrorism and relevant legislation, see the CRS Electronic Briefing Book 
[http://www.congress.gov/brbk/html/ebter 1 .shtml] . 
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Background 

Weapons of mass destruction is a former Soviet military term which was 
euphemistically used to denote nuclear, chemical, and biological weapons. It is now 
widely used, despite debate over its appropriateness, and its definition has broadened 
to include radiological weapons. 1 For some, particularly in the wake of the World 
Trade Center airliner attacks, the term WMD has come to include any means capable 
of inflicting mass casualties. This report will, however, focus on the nuclear, 
chemical, and biological threat. 

Even before the Fall of 2001, catastrophic terrorism had become a significant 
issue in the national security arena, and spurred debate over the nature of the threat 
and the appropriate response. Several occurrences over the last decade contributed 
to this increasing attention: the 1995 Aum Shinrikyo’s nerve agent attack in the 
Tokyo subway, the Oklahoma City and World Trade Center bombings in the United 
States, and the 1998 bombings of the U.S. embassies in Kenya and Tanzania. Also 
of concern has been the possibility of WMD proliferation to terrorists from the former 
Soviet states where old research, production and storage facilities remain with 
questionable security and economically distressed personnel. In light of the 
heightened attention and increased government spending, the General Accounting 
Office (GAO) repeatedly called for additional risk assessment of the possibilities of 
a WMD terrorist attack. 2 

However, it has been the combined effect of the latest World Trade Center 
attacks and the subsequent anthrax attacks on Capitol Hill and news media 
organizations, that has spurred unprecedented attention on this issue. These attacks 
have also highlighted the irony that anthrax, a so-called weapon of mass destruction, 
actually produced dramatically fewer casualties and destruction than the airliners 
crashing into the World Trade Center. 



1 Radiological weapons use conventional high explosives to disperse radioactive material over 
an area. They are useful primarily as an area denial weapon, forcing evacuation and extensive 
decontamination. 

2 U.S. General Accounting Office (GAO), Combating Terrorism — Need for Comprehensive 
Threat Assessments of Chemical and Biological Attacks, GAO/NSIAD-99-163, September 
1999.; Combating Terrorism: Linking Threats to Strategies and Resources, GAO/T-NSIAD- 
00-218, July 26,2000. 





